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BBepeHune

Kax m3BectHO, miist cucteMbl oOHapykeHus BropkeHuid (Intrusion detection system — IDS)
Snort' 1aBHO CyIECTBYET CTaBIIAs yXKe CTaHIaPTOM KOHCOJb YIIpaBIeHus, Ha3biBaromasics BASE?,
OHa B HENOM IIO3BOJSIET OTCIICKHBATh pPE3yAbTaThl (WIBTpalui Tpaduka W TPEIOCTaBISCT

00JIBIIIOE KOJTMYECTBO CTATHCTUYECKUX OTYETOB. [IpuMep HaduanmbHOUM CTPAHUIIBI STOW MPOTPaAMMBbI
MPEACTABIICH HA PUCYHKE 1.

(@) Basic Analysis and Security Engine (BASE) 1.4.4 (dawn) - Mozilla Firefox [e=t|can| =]
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BASE 1.4.4 (dawn) (by Kevin Johnson and the BASE Project Team
Built on ACID by Roman Danyliw )
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Puc. 1. Ha4anbHass cmpaHuua KkoHconu BASE
Hauanphas ctpanuna gaet mMajio uHpopMmaiuu oduiepy nHGOpPMAIIMOHHON 0E30M1aCHOCTH,
€CITM OH JIOJDKEH XOTS OBl MEePUOJUYECKH OTCICKHBATH MPOUCXOMSAIIECEe HAa BHEIIHEM MEPUMETPE

KopriopatuBHOK ceTu. OfHAa M3 MHOXKECTBa CTpaHUIl ¢ Oojee coaepxareiabHoW HHpOpManuen
MIPEICTAaBIICHAa HA PUCYHKE 2.

1

http://www.snort.org — pa3paborana kommnanueii Sourcefire. Pacripoctpansiercst Ha ocHose nuneH3un GPL. Habop
MEPUOMYECKA OOHOBJIIEMBIX CUTHATYp GuibTpaiuu Tpaduka, MOAACPKHUBAEMBIH KOMITAHUCH-Pa3pabOTINKOM,
pacmnpocTpaHseTcsl Ha IUIATHOW OCHOBE, HO C HEKOTOPOH 3aJepPKKO BBIKIAIBIBACTCS B OTKPBITBIA JOCTYIT IS
3apEeruCTPUPOBABIINXCS HA CAlTe MPOU3BOAUTES MOJIb30BATEICH.

http://base.secureideas.net/ - Basic Analysis and Security Engine (BASE). PactipoctpansieTcss Ha 0OCHOBE JHIICH3UU
GPL.



http://base.secureideas.net/
http://www.snort.org/

(&) Basic Analysis and Security Engine (BASE) : Query Results - Mozilla Firefox =it o]
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Added 1 alert(s) to the Alert cache
Queried on : Fri November 06, 2009 14:00:58

P time »= [ 11 ~ 06 ~ 2009 ] [ anyiime] Sensors
MR ..Clear... Unique Alerts
e any { classifications ) I

Unique addresses: Source | Destination
Unique IP links

Source Port: TCP |UDP

Destination Port TCP | UDP

Layer 4 Criterla  none
Payload Criteria  any

Time profile of alerts

Displaying alerts 1-48 of 110 total

L ID < Signature > <Timestamp > < Source Address > < Dest. Address > < Layer 4 Proto >
[ #0-(3-527560) [url] [EmThreats] ET COMPROMISED Known Compromised or 2009-11-06 61.172.200.198:56209 86.62.78.173:22 Elie =]
Haostile Host Traffic TCP - BLOCKING (131) 00:27:56,603
[ #1-(3-527564) [url] [EmThreats] ET COMPROMISED Known Compromised or 2009-11-06 81.86.11.61:41375  86.62.78.173.22 TCP
Hostile Host Traffic TCP - BLOCKING (173) 00:53:24 512
[ #2-(3-527565) [url] [EmThreats] ET COMPROMISED Known Compromised or 2009-11-06 89.96.140.154.56787 86.62.78.173.22 e
Hostile Host Traffic TCP - BLOCKING (212} 01:08:27.222
[ #3-(3-527567) [url] [EmThreats] ET COMPROMISED Known Compromised or 2009-11-06 81.130.18.104:39802 86.62.78.172:22 TCP
Hostile Host Traffic TCP - BLOCKING (170} 01:15:08.875
] #4-(3-527569) [url] [EmThreats] ET COMPROMISED Known Compromised or 2009-11-06 218.69.27.138:48964 86.62.78.172:22 TER
Hostile Host Traffic TCP - BLOCKING (108) 01:21:55.303
[ #5-(3-527573) [url] [EmThreats] ET COMPROMISED Known Compromised or 2009-11-06 58.185.182.212:13126 B86.62.78.172.22 TCP
Hostile Host Traffic TCP - BLOCKING (122) 01:58:22 632
[T #6-(3-527590) [url] [url] [EmThreats] ET SCAN NWAP -=5 window 2048 2009-11-06 213.204.214.11:13450 86.62.78.172:25 e
04:28:37 421
[ #7-(3-527618) [url] [EmThreats] ET COMPROMISED Known Compromised or 2009-11-06 218.206.83.153.7146 B86.62.78.172:22 TCP
Hostile Host Traffic TCP - BLOCKING (106) 07.44:38.638
0) Er Kng or 11- 4.18 8.1 B —

T =
Hostile Host TrafficyCP - BLOC

KING (15}
[T #41-(3-527632)[url] [url] [EmThreats] ET POLICY Inbound Frequent Emails - Possible 2009-11-08 78.25.44.242:3173  BB.62.78.172:25 TCP
Spambot Inbound 10:09:09 959
-] #42-(3-527635)[url] [EmThreats] ET COMPROMISED Known Compromised or 2009-11-06 80.244.113.11:52761 86.62.78.172:22 TR
Hostile Host Traffic TCP - BLOCKING (168) 10:29:14 737
[[] #43-(3-527641)[url] [url] [EmThreats] ET SCAN NWAP -f -3 2009-11-08 80.202.232.225:58449 86.62.78.172:25 TCP
10:47:14.118
[-] #44-(3-627653)[url] [EmThreats] ET COMPROMISED Known Compromised or 2009-11-06 88.87.212.214.44233 86.62.78.172:22 T
Hostile Host Traffic TCP - BLOCKING (204) 11:32:19478
[[] #45-(3-527658)[url] [EmThreats] ET COMPROMISED Known Compromised or 2009-11-08 80.153.236.214:57310 86.62.78.172:22 TCP
Hastile Host Traffic TCP - BLOCKING (167) 12:14:59 488
) #46-(3-527574)[url]] [EmThreats] ET COMPROMISED Known Compromised or 2009-11-06 212.85.220.10.46114 86.62.78.172:22 Tl
Hostile Host Traffic TCP - BLOCKING (93) 02:08:46 817
[C] #47-(3-527575)[url] [EmThreats] ET COMPROMISED Known Compromised or 2009-11-08 76.17.182.127.61562 B86.62.78.173.22 TCP
Hostile Host Traffic TCP - BLOCKING (156) 02:09:47 621
Query Results L
o]l 2
ACTION
{action} T | Selected H ALL on Screen || Entire Query

m

[Loaded in 1 seconds] L4
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Puc. 2. Cmparuya BASE co criuckom riocrnedHux cobbimuti



K coxxanenuto, 6onee aeTanbHyr0 HHGOPMAIMIO HAM TOTYYUTh HE YAAIOCh, TaK KaK Jajbliie
nociennsisi Bepcusi cuctemsl (1.4.4) Begaer ommoku (cM. puc. 3), 4To OBUIO XapaKTEepHO U JJIA €
Oonee cTaphlXx Bepcuil, Ha J0pabOTKy U aJanTaldi0 KOTOPBIX MBI KOTJA-TO TOTPaTUIU

(@) Basic Analysis and Security Engine (BASE): Alert - Mozilla Firefox =IEE

@ain  Opsssa  Bra  Hypran  3sknagen  MHcTpynesTel  Cnpaska

Qv c fay % 1] | httpif192.168.1,4/baseybase_qry_alert, php?submit="%230-(3-527560 Bsort_nrder= R B P

AV BN Snort Console AV BN Snort Console j Basic Analysis and Security Engin... [ | -+

[Back]

Queried on : Fri Movember 06, 2009 140838

Meta Criterls M >= [ 11 706~ 2009 ] [ anylime]
..Clear...

IP Criteria any

Layer 4 Criteria  none

Payload Criteria  amy

m

Alert #0
[First] [ »» Next#1-(3-527564)

Alert DELETED

ID # ‘Time |Triggered Signature
3 - 527560

Meta |Sensor Address |Interface | Filter
Sensar

none nons

Alert Group | none

Warning: in_array() [function.in-array]. Wrang datatype for second argument in fopt/base-1.4.4lbase_qry_alert.php on line 482
Payload

Plain Display
Download of Payload

Warning: in_array(}
[function.in-array]:
Wrong datatype for none
second araument in L
Totoso .

Puc. 3. Peaynbmam nonbimku nocmMompems nodpobHocmu cobbimusi

3HaYuTeNbHOE Bpems. B mo6om cnyuae, BASE umeer psii cyliecTBEHHbIX HeI0CTATKOB,
JIearoNMX €€ TPYAHOPUMEHUMON B peaibHbIX MPUJIOKEHUAX. B yacTHOCTH:

— BASE He mnosBonser ympapisTh HAOOpPOM CHUTHATyp, 3arpyXeHHBIX B CHCTEMY
0OHapy>KEeHUS BTOP)KEHUH, KOJTUYECTBO YK€ CHUTHATYp B THUIIOBOM yCTAHOBKE M3MEPSETCS
JECATKAMU ThICSAY, YTO TpeOyeT 00s13aTeIbHOM aBTOMaTH3AIUY;

— BASE He no3BonsieT 3arpyaTh OOHOBJICHHSI CUTHATYp U Tiepe3arpyxarb Snort;

— BASE He umeeT HMKaKo# CBSI3U C APYTMMHU CUCTEMaMM oOecriedeHHsi 0€30IacHOCTH, B
YaCTHOCTH, ¢ OpanamayspoM (B Linux 2.6 B kadecTBe OpaHAMAayIpa HCIOIB3YeTCs
Mok saapa netfilter ¢ maTepgeticom iptables®);

— BASE He nmomoXeT BaM HaWTH, Kakas MallliHAa U3 BHYTPEHHEH (JokanpHOW min DMZ)
CETH MOCHUIAET MAKEThI, Ha KoTophle pearupyet IDS;

— BASE He paznuuaeT THIBI CUTHATYp (peakiuii Ha curHarypsl) Snort (pass, drop, sdrop,
reject, alert, log) U, COOTBETCTBEHHO, HE MOXET OIPEICIUTh U IMOKa3aTh ONEPaTOPy
peaknuio IDS Ha To uim WHOE COOBITHE, HO ATO TOCJIEHEE OOCTOATEIHLCTBO HE CTOIBKO
e BHMHA, CKOJIBKO HElOpaboTKa B MOAYJE BbIBOAA MH(pOpMauu B pesiuonHyio CYB/]
(cuctemy ynpasieHus 6azamMu JaHHBIX) camoii IDS;

% http://www.netfilter.org/


http://www.netfilter.org/

— TpenblIyluil HEeJOCTaTOK HEe IMO3BOJUT BaM 3(p¢ekTuBHO mnpuMeHsiTh BASE mnpu
BKJIFOYEHHH Snort B peskuMe CUCTeMbl penympexaeHus Brop:kenuit (IPS Snort-Inline).

Takum o6pazom, BASE tpelyer cepresHoit JopabOTKH, KOTOpasi CyIECTBEHHO 3aTpyaHeHa
B CBSI3H C JIOBOJILHO 0OJIBIIMM 00BeMOM 3TOM nporpammbl. E€ ucxomnbiii Teker Ha PHP? cocTasnster
nopsifka 2.4M0. Msbl pemmny, 4to ObicTpee OyneT HamucaTth CUCTEMY 3aHOBO, YEM pa30OHpaThCs B
ATOM HarpoOMOXJEHUU Koja. B pesynbrare yxe uepe3 nmapy Heleiab y Hac MOSBUIICS AEHCTBYIOLIUI
MIPOTOTHUI, KOTOPBIN B JlajbHEHIIEM ObLII NOCTENIEHHO OTHLIM(GOBAH U HACHIIIEH BCEMH (PYHKIHUAMU,
KOTOpbIE HEOOXOAMMBI B NMOBCETHEBHOM paboTe. CTaTUCTHYECKHUE OTYEThl HYXKHBI KpallHE peliko U
UX MOXKHO BCET/Ia MOJyYUTh CTOPOHHUMH CPEICTBaMU € MOMOIIbIO 3arpocoB Ha SQL, mosTomy Mbl
HE CTaJI HarpyXarb UMH UHTep(dENC, YTO MO3BOJIMIIO €ro CYIECTBEHHO YIPOCTHTh U YCKOPUTH €TI0
paboty. Mcxoanblil ko nmonyuuBiieiics cucteMsl npaktudecku B 20 pa3 (1) menbie, ueM y BASE, a
(yHKIMOHATBHOCTE BBl CMOXKETE OLIEHUTD 110 HUKEU3TI0KEHHOMY".

Jlanee MbI paccMOTPUM OCHOBHBIE 3JIEMEHTHI KOMIUIEKCHOM CHCTeMBbI obOecredeHus
MHGOPMAIIMOHHON 0€30MacHOCTH MEpPUMETpPa BBIYUCIUTENBHON CETH MPEANpUSATUS, COCTaB
3aJIelICTBOBaHHBIX MPOTPAMMHBIX CPEICTB, UX JOPAOOTKM M pa3pabOTaHHBIM Hamu HHTepdeiic,
peanu3yroNuil YIpaBIsollyl0 KOHCOJIb CUCTEMbI OOHAPYKEHUS U MPEAYIPEKICHUS BTOPKEHUI.

OobLwwan cxema Komnnekca obecneyeHuss 6e3onacHocTu

O O

Linux

Puc. 4. KoHuyenmyanbHasi cxema eknodeHusi IPS

B xome pain3zai Mbl MNPUHOUIIHAIBHO HCIIOJbB30BAJIM HCKIHOYHUTECIBHO OecmatHoe
MporpaMmMHOC 06GCHC‘{CHI/IC, 3a HCKIHYCHUEM HTTP-cepBepa, B KaiYCCTBC KOTOpPOro JJid

PHP: Hypertext Preprocessor — http://php.net/index.php

[TonyTHO 3amMeTHM, YTO MOJyYEHHAsl pa3HHIAa B 00bEME MCXOJHOTO KOJa HE MOXKET ONPEeNsIThCsl HCKITIOUYUTEIBHO
CHIDKEHHEM (PYHKIIMOHAJIBHON HArpy3KH, TaK KakK CHIDKEHHE KOJMYECTBA CTAaTUCTHYECKOM HMH(OpMAIH, B TOM
yucie B rpaduueckoil popme, B HEKOTOPOM CTENEHU KOMIIEHCHPYETCsI JOMOJHHUTEIbHBIMUA (DYyHKIHMSIMU, KOTOpbIE
orcyTcTBYIOT Y BASE. MBI OTHOCHM Takoe KOJIOCCaJdbHOE YMEHBIICHHE 00heMa MCXOMHOTO TeKCTa Ha pa3HUILY B
YPOBHSIX HPUMEHSIEMBIX SI3BIKOB BU3yanm3amuu AaHHBIX (TexHomoruu PHP m JSP, coorBeTcTBeHHO). 3arparsl Ha
TIO/IZIEPIKKY, OOEcIleyeHne IMEepPEeHOCUMOCTH M pa3sBUTHE INPOTPAMMBI, C Hamled TOYKH 3PEHMS, TAKXKE IOJIKHBI
CYIIECTBEHHO COKPATUTHCS, 110 KpaliHeH Mepe, B YacTH 3aTpaduBaeMOro Ha 3TO BPEMEHH.


http://php.net/index.php

YMEHBIIIEHUSI CIIOKHOCTH CHCTEMBI MBI 3ajieiicTBoBan uMeromuiics IBM Lotus Domino. O6mas
TUIOBAs CXeMa CUCTEMBI MPEJICTABIEHA HAa PUCYHKE 4.

[IpencraBieHHas cxema CHJIBHO YIPOIIEHA MO CPAaBHEHHUIO C peallbHOM, HO JaeT olimee
MIPE/ICTABIICHHE, TaK KaK HE 3arpOMOXKJCHA M30BITOYHBIMU MOIPOOHOCTSIMHU. Bo3MoOXeH BapuaHT,
KOTJ]a BCE€ KOMIIOHEHTBI CUCTEMBI PACIIOJIOKEHBI HA OJHOM cepBepe. B aToM ciydae cepBep AOIKEH
WMETh YETHhIPE CETEBBIX HHTEep(deiica.

B kauecTBe omnepaMoOHHBIX CUCTEM MBI Be3Jle, TAe MOXHO, 3aaeiicTBoBaimu Linux OpenSuse
MOCJIETHEW TOCTYITHOW BEPCHUMN.

B cBs13u ¢ nenMKaTHOCTHIO 00CYX/1aeMOil TeMbl HEKOTOPbIE MOAPOOHOCTH MBI OMyCTUM, HO
000 BCEX CYIIECTBEHHBIX MOMEHTAX PACCKAKEM.

YcTaHoBka IPS

Hrax, Snort IDS nmocnennelt Bepcuu BkitodaeTcst B pexume IPS («mpo3payHoro moctay)
wid, 1o TtepmuHoiorun Sourcefire, B Bapuante Snort-Inline. Ha pucynke 4 wunTepdeiics
MPO3pPaYHOTO0 MOCTa OCTaBJIEHbI 0€3 3aJMBKH LIBETOM, TAKMM 0Opa3oM Mbl IOMETHIIH, YTO OHU HE
umeror [P-agpecoB m He MOTyT ajpecoBaThCsl M3-BHE OMIDKAWIIETo cerMeHTa CeTH MpoBaiiaepa
CBA3UM. B 1ea0M, yCTaHOBKAa THUIIOBas, B COOTBETCTBYIOILEW TOKyMEHTAllUd €CThb IIOYTH
ycuepnbiBaronas nHGopMaus Ha ATOT cYeT. B KOHIle KOHIIOB Mbl HalMHCAJINU JOBOJIBHO CIOXKHBIN
CKpUIIT JIsl 3amycka cepsepa IPS, HO ero «HaBOpOTB» TpeOyroTCs, INIAaBHBIM 00pazoM, s
o0ecredyeHrs HEMpepbIBHOCTH CBS3M M BBIBOJA TUArHOCTUKU MpH pectapre IDS uepe3 koHconb
yIpaBJIEHUs, a TAK)KE CPE/ICTB, MOBBIIAIOIINX HAJAEKHOCTh (0€30TKa3HOCTh) padoTsl IDS.

Kak yxe Obl10 OTMEUYEHO BbIIIE, MOAYIb (plugin) BeIBoAA MH(OPMAIMK O COOBITHAX B 6a3y
naHHbIX spo_database He coxpaHsieT HEOOXOAMMOM JUIsi pabOThl KOHCOIM WH(pOpMaluu, XOTS B
MOJIYJIb TEKCTOBOTO KypHasa spo_alert fast HyxHast pyHKIIMOHAIBHOCTH 3a/I0KeHa’,

Jlyist Hayana Hy>KHO CIIeTKa yCOBEPILIEHCTBOBATh CXeMy 0a3bl TaHHBIX Snort, J00aBUB IOJIE B
OJTHY M3 OCHOBHBIX TaOJHII, YTOOBI CO37aTh MECTO, Kylda OyAeT 3amuChIBaTbCS HEOOXoauMmas ISt
ynpasienus IPS undopmarus:

ALTER TABLE event ADD COLUMN flags integer;
ALTER TABLE event ALTER COLUMN flags SET STORAGE PLAIN;
COMMENT ON COLUMN event.flags IS 'Packet flags if it is not a fragment';

Taxke He3HAYUTETHLHO MOIU(DULIUPYEM ellle OAHY TaOIuILy:

ALTER TABLE reference system ADD COLUMN url text;

ALTER TABLE reference system ALTER COLUMN url SET NOT NULL;

ALTER TABLE reference system ALTER COLUMN url SET DEFAULT 'http://'::text;
COMMENT ON COLUMN reference system.url IS 'Base part of URL';

3amMeTuM, 9TO HAIIM U3MECHECHUS HE BIUSIOT HA (DYHKIIMOHATHLHOCTh CTAHIAPTHOTO BapUaHTa
Snort u konconmn BASE. I'poMo31uth HOBBIE TaOIUIIEI, paal TOTO, YTOOBI OCTABUTh HETPOHYTHIMH

CTaHJApTHBIE, U3-32 BHIIIETPUBEICHHBIX MOJU(PHUKALINN, C HAIICH TOYKU 3pEHUS, HELEIeCO00pa3HO.

Tereps MOXXHO AOpabOTaTh UCXOIHBINA TEKCT MOy spo_database:

--- src/output-plugins/spo_database.c 2009-10-03 00:29:59.000000000 +0400
+++ src/output-plugins/spo database.c 2009-11-06 18:17:07.000000000 +0300
6 if( p != NULL && p->packet flags & PKT_INLINE DROP )

TextLog Puts(data->log, " [Dropl");



@@ -1660,33 +1660,65 @@
if ( (data->shared->dbtype id == DB ORACLE) &&
(data->DBschema version >= 105) )
{
+#1f defined( LOGPACKET FLAGS )
+ if( !'p )
+#endif
ret = SnortSnprintf (query->val, MAX QUERY LENGTH,
"INSERT INTO "
"event (sid,cid,signature,timestamp)
"VALUES (%u, %u, %u, TO DATE('$s', 'YYYY-MM-DD HH24:MI:SS'))",
data->shared->sid, data->shared->cid, sig id, timestamp_ string);

+#if defined( LOGPACKET FLAGS )
else
ret = SnortSnprintf (query->val, MAX QUERY LENGTH,
"INSERT INTO "
"event (sid,cid,signature,timestamp,flags) "
"VALUES (%u, %u, %u, TO DATE '$s', 'YYYY-MM-DD HH24:MI:SS'), %u)",
data->shared->sid, data->shared->cid, sig_id, timestamp_ string,

+ o+ o+ o+ o+

>packet flags);

+#endif
if (ret != SNORT_SNPRINTF_SUCCESS)
goto bad query;
}
else if (data->shared->dbtype id == DB_ODBC)

{
+#if defined( LOGPACKET FLAGS )
+ if( 'p )
+#endif
ret = SnortSnprintf (query->val, MAX QUERY LENGTH,
"INSERT INTO "
"event (sid,cid,signature,timestamp) "
"VALUES (%u, %u, %u, {ts '$s'})",
data->shared->sid, data->shared->cid, sig id, timestamp string);
+#if defined( LOGPACKET_ FLAGS )

+ else
+ ret = SnortSnprintf (query->val, MAX QUERY LENGTH,
+ "INSERT INTO "
+ "event (sid,cid,signature,timestamp, flags) "
+ "VALUES (%u, %u, %u, {ts '$s'}, %u)",
+ data->shared->sid, data->shared->cid, sig id, timestamp string,
>packet flags);
+#endif
if (ret != SNORT_ SNPRINTF SUCCESS)
goto bad query;
}
else

{
+#1if defined( LOGPACKET FLAGS )
+ if( 'p )
+#endif
ret = SnortSnprintf (query->val, MAX QUERY LENGTH,
"INSERT INTO "
"event (sid,cid,signature,timestamp) "
"VALUES (%u, %u, %u, '$s'")",
data->shared->sid, data->shared->cid, sig_id, timestamp_ string);
+#if defined( LOGPACKET FLAGS )
else
ret = SnortSnprintf (query->val, MAX QUERY LENGTH,
"INSERT INTO "
"event (sid,cid,signature,timestamp,flags) "
"VALUES (%u, %u, %u, '$s', su)",
data->shared->sid, data->shared->cid, sig_id, timestamp string,

+ o+ o+ o+ o+

>packet flags);
+#endif

if (ret != SNORT SNPRINTF SUCCESS)
goto bad query;

@@ -2190,9 +2222,8 @@

/* Historically these were together in a common "else".

* Keeping it that way until somebody complains...

*/
-#if defined (ENABLE MYSQL) || defined(ENABLE POSTGRESQL)
- if (data->shared->dbtype id == DB MYSQL | |
- data->shared->dbtype id == DB POSTGRESQL)

p-



+#if defined(ENABLEiPOSTGRESQL)
+ if ( data->shared->dbtype id == DB _POSTGRESQL)
{
for (end=from+from length; from != end; from++)
{
@@ -2233,8 +2264,13 @@
*tot++= "\\';
*tot++= "\\';
break;
- case '"\'': /*0 ==> ' x/
- *tot++= "\\';
+ case '"\'':
+#if O
+// standard conforming strings = off
+ *tot++= '"\\'; /N ==> N\ x/
+#else
+ *tot+= v\vv; /* v ——> L] */
+#endif
*tot++= '\'';
break;
case '"': /xT —=> A\ x/

[Tockonbky MbI BKItO4aeM Snort B pexkume IPS, To ecTb B pexxume NpeaynpexacHus, a He
TONBKO OOHApYXKEHHs BTOPKEHHM, TO >KeNlaTeJdbHO 3aJeicTBOBaTh MexaHM3M cBs3u IDS ¢
OpasaIMay>poM, BOSMOKHOCTH KOTOPOTO YUUTHIBAIOTCSA B CUTHATypax u3 Habopa Emerging Threats’.
Ora (hyHKIIMOHATBLHOCTh TPEOYeT YCTAHOBKH JIOTIOIHUTEIHHOTO CEpBepa U 100aBIEeHUS B MCXOIHBIN
TEeKCT Snort CrenuaabHOTO MOAYIS BbIBoma. Peub maet o mpoaykre SnortSam. OH ToXe TpeOyeT
JTOopabOTOK, €CITM BbI XOTHTE WCIOIB30BAaTh PACCMATPHBACMYIO CBS3KY MPOTPAMM HE TONBKO st
71a00paTOPHBIX ONBITOB. DTOMY BOIPOCY IOCBAIIEHA OTIENbHAsE HEOONbIas CTaThs, KOTOPYIO
MOYKHO B35Th Ha caiite aBropa®. ITociie Toro Kak Bce IaTdM CIOKEHBI B OTAEIbHBIN KATaIor, MOXHO
HayaTh COOpPKyY Snort.

[lepeiineM B Karajor, B KOTOPBIM MbI CIOXKHWJIM BC€ MAaT4M, NPUMEHUM HX, 3aIyCTUM
poreaypy KOH(MUTYPOBAaHUS C YKa3aHHBIMU HIDKE TMapaMeTpaMu, a 3aTeM IporpaMmy cOOpKHU
make U3 Katajora ¢ UCXOIHBIM TeKCTOM. [IpumepHbIe KOMaH/Ibl, KOTOPBIE AJISl 3TOTO MOTPEOYIOTCS
npuBeneHbl HiKe. HeoOxoaumble KaTajorm MOXKHO IepeHa3Ha4MTh, MCXOAS M3 OCOOEHHOCTEH
Balllel YCTAaHOBKH. B Halllem ciiyyae HanmvcaH OTACNIbHBIN CKPUIIT:

VERSION=2.8.5.1

PATCHDIR=pwd"

PREFIX=/opt/snort/snort-$VERSION

grep x86 64 /etc/SuSE-release > /dev/null

if [ $? -eq 0 ] ; then
LIBX=1ib64

else
LIBX=1ib

fi

cd $PREFIX

for £ in $PATCHDIR/*.patch ;
patch $DRY -p0 < S$f

done

find S$PATCHDIR -name \*.diff -exec patch -pl -i \{\} \;

#

if [ -f autojunk.sh 1 ;
sh autojunk.sh

fi

export LIBS=-lsupc+t+

export LDFLAGS="-L/usr/local/$LIBX -export-dynamic"

export CFLAGS="-g -I/usr/local/include -DLOGPACKET FLAGS -rdynamic"

./configure --prefix=/opt/snort \

--enable-inline \

--enable-dynamicplugin \

--enable-decoder-preprocessor-rules \

do

then
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--with-postgresgl=/usr \
--with-pgsgl-includes=/usr/include/pgsqgl \
--with-dnet-includes=/usr/local/include \
--with-dnet-libraries=/usr/local/$LIBX \
--with-libnet-libraries=/usr/local/S$LIBX

cd $PREFIX/src
make

Kondurypuposanue u 3amyck Snort ornvcaH B JOKYMEHTALUU Ha 3Ty MPOrpaMMy, O3TOMY
MBI He Oyzmer ceilyac moapoOHO Ha ITOM OcTaHaBIuBaThcs. He 3abymeM, 4To HaM HYKHO CO3/1aTh
«IIpO3pauHblil» MOCT, YEro cTaHAapTHas nporpamma yast u3 OpenSuse aenarb HE yMeeT. Yast
Tpebyer, uToObl Yy Mocta Obul [P-ampec, a Ham oH He HykeH. [loaTomy co3zmaem MOCT, Kak
MoJIy4aeTcs, 3a7aB KaKoW-HHOynb «JIeBbIi» cratmdyeckuii [P, a 3arem cierka wucnpabiseM
HacTpoiiku B /etc/sysconfig/network, ynmanssi ymomunanue o6 IP-agpece. To ke HeoOXxoaumo
obecrieunTs U 11 000uX UHTEP(DEHCOB, BXOAAIMMX B MOCT. MOXXHO, KOHEYHO, BOOOIIE BCE JeNaTh
BPYYHYIO, HO, KaK MOKa3alia MPaKTHKa, C TOMOIIBIO yast oiydaeTcst ObICcTpee.

Hactpownka 6paHgmayapa

Snort B pexxume IPS He pabortaer 6e3 OpanmMmayspa. bpanamaysp HampaBiseT MaKeThl,
KOTOpBIE, KaK OH, TOYHEe, KOHEYHO, HACTPAUBAIOIINN €T0 CHCTEMHBIN MPOrPaMMHUCT, MPEAIoiaraet
JIOJDKHBI  OBITH OOpaboTanbl Snort'om, B cnemuanbHyto nernodky QUEUE, mns wero smpo
OTIEPAIMOHHON CHUCTEMBI JIOJIKHO MOAIEP>KUBATh ATY (PYHKIMOHAIBHOCTh, & HEOOXOUMBIA MOAYITh
snpa ip_queue OBITH 3arpykeH (komanaa modprobe ip _queue o6ecneuuT 3TO).

[MonpoOHoMy omucanuio HacTpoiiku Opannmayspa mnox OpenSuse, HaBepHOE, MPUAETCS
MOCBSITUTH OT/IETIBHOE U3JI0KEHHE, TIOTOMY YTO 3TO JIEJ0 AOBOJIHO CIIOKHOE U 00beMHOe. B 001iem
ClIydae HYXXKHO TMPUMEHSTh BHEUIHUE PECYPCHl JUIsl OTpaHUYEHUS TpaduKka C HeXelaTelbHBIX, a
TOYHEe, TapaHTHUPOBAHHO CKOMIIPOMETHPOBAHHBIX Y3JI0B. Ml HMKakuMHU CpelcTBaMHU BH3yaJlbHOU
MHTEPAKTUBHON HACTpOMKHM mpaBui, Tuma webadmin wim Toro xe yast, 30eCh OTIENATbCS HE
nonyuntcs. Ham nedictByromuii HaGop mpaBui OpanmMayspa netfilter (xomanpg iptables),
HampuMep, B Hactosuiee Bpemsi HacuuTeiBaeT 2530 mryk. IlosTomy 3azmelicTBoBaTh NPUIETCS
npodeccuoHanbHbIE MEXaHW3MBI, K CUACThIO, 3ajoxkeHHbIe B ckpunrax OpenSuse. [lpumercs
MUcaTh JACCATKU CTPOK COOCTBEHHOTO Koaa B (aiin /etc/sysconfig/scripts/SuSEfirewall2-custom u
aKKypaTHO TIPOINMCHIBATh IapaMeTphl B /etc/sysconfig/SuSEfirewall2, B Tom umcne, B
JOTIOTHUTENBHBIX HECTAaHAAPTHBIX 30HAX. OMUCAHUIO 3TOTO YBJIEKATEIHLHOTO MPOIecca MOXKHO
MOCBSITUTH HE OIMH JIECATOK CTPAHHUL, a BpeMs, IOTPAYCHHOE HA CAMOCTOSITEIbHOE U3yUYEHUE ITOTO
BOTIPOCa, MOXKHO CPaBHHUTH CO BpEMEHEM Pa3paOOTKH OCHOBHOTO MPEIMETa HACTOSIIEH CTaThU.

CoOcTBeHHO Snort TpeOyeT BCero HECKOIbKMX KOMaHI. MUHHUMAaJIbHBIH HaOOp COCTOUT W3
OJTHOTO NpaBHJIa, KOTOPOE MPUBEICHO B TIOKYMEHTALUHU Ipou3BoauTess. 13 obero neiicTByromero
CIIUCKAa KOMaHJ Mbl BbIOpall HECKOJIBKO, CYHIECTBEHHBIX JUIS TIOSCHEHHUS  B3aUMOJCIHCTBUS
Opanamayspa u Snort. OHU BBITTISAAT TaK:

# ...
iptables -A FORWARD -m physdev --physdev-is-bridged -j ACCEPT

...

iptables -A forward bridge -j ETBLOCKLIST

iptables -A forward bridge -j forward fwsam

iptables -A forward bridge -m physdev --physdev-in ethO -j forward bridge ext

iptables -A forward bridge -p tcp -m tcp --tcp-flags FIN,SYN,RST,ACK SYN -m limit --limit 3/min -3j
LOG --log-prefix "BR-QUE-TCP

iptables -A forward bridge -p tcp -m tcp -j QUEUE

iptables -A forward bridge -p udp -m udp -j QUEUE

iptables -A forward bridge -p icmp -m icmp --icmp-type any -j QUEUE

iptables -A forward bridge -m state --state INVALID -m limit --limit 3/min -j LOG --log-prefix "BR-
DROP-DEFLT-INV " --log-tcp-op

iptables -A forward bridge -j DROP

#
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iptables -I FORWARD -i $INTERFACE -3j forward bridge
#

3nech nepemennas okpyxenusi SINTERFACE 6Geper cBoe 3nadenue u3 (aiina /etc/sysconfig/snort,
KOTOpO€ 3agaeT MMs HHTepdeiica CKOHQHUIypUPOBAHHOIO «Hpo3padHoro» mocrta. CoriacHo
pEKOMEHAALMSIM U3 BBILIEYIOMSIHYTONW CTaThU (CM. CHOCKY 9), MBI CO3AaJIi CIIELUAIbHYIO0 LHENOYKY
npasun forward bridge. MHOTOTOUHSAMH TOMEYEHBI IPOMYCKH B TaHHOM LIUTATE U3 OOIIETO CITUCKA.
Ba)xHO OTMETHTB, YTO B MOCIICTHEH KOMaH Ie, KOTOpasi U MEpeKIIoYacT BXOASAIINN Tpaduk Ha Snort,
UCTIOJIb3YeTCS KIIHOY -I, KOTOpPBIM CTaBUT COOTBETCTBYIOIEE IPABWJIO B Hadajo IEMOYKU
FORWARD. Crenyromum 3a HUIM MPaBUIOM B HalllEM ClIydae SBISETCS TO, YTO CTOUT IEPBHIM B
BBILLICTIPUBEIEHHON IIUTATE.

Tenepb, 4TOOBI OTKIIIOUUTH Snort, U MYCTUTh BeCh TpaduK B 00X0 €ro («3aMKHYTh» MOCT),
HYKHO J1aThb KOMaHy:

iptables -D FORWARD -i SINTERFACE -j forward bridge

Crnenyrouum 3a UCKJIIOUYEHHBIM JaHHOW KomaHaou u3 nenouyku FORWARD npasunom Oyner
IMPABUJIO -A FORWARD -m physdev --physdev-is-bridged -3j ACCEPT, KOTOPOC IPOCTO IPOITYCKACT BCC
HaKeTbl 4epe3 HHTepQeichl, BKIIOUCHHbIE B MOCT. TakuM o00pa3oM, Mbl MOXKEM BKIIOYaTh U
otkitodatrh IPS, He BeIrpyxast Snort u3 namsatu. Ero 3arpy3ka 3aHMMaeT NpHUJINYHOE BpeMs, TaK Kak
TUINOBOM HAOOp CHUTHATYp, KaK yke ObLJIO CKa3aHO, HACUUTHIBACT MOPSJIKA JIBYX NECSTKOB ThICAY
LITYK.

B npaBunax nenouku forward bridge Mbl mpoXoanMcs MO CHMCKY HEXKeNaTeIbHbBIX apecoB,
KOTOPBIM MOJJEPKUBACTCS CEPBEPOM SnortSam: - forward bridge -j forward fwsam. |pH IpaBUIIA,
okanumBaromuxcs Ha -] QUEUE, cobctBeHHO, u nepenatoT Tpaduk Ha nposepky IPS. M3 moxHO
00BETMHUTH B OJIHO, HO Mbl OCTaBWJIM TPH Ui OOLTHOCTHU, MPEAYCMOTPEB JTONOIHUTEIBHO, YTOObI
uHpopmaruss o nakerax TCP coxpaHsulack B KypHajie JUIsl OTJIaJKM U BO3MOXKHOTO aHAJIM3a.
OcranbHble THICAYM NpaBUiIa OyJeM, KaK U YCIOBUJIUCH BBIILLIE paccCMaTpuBaTh B Ipyroi pas.

YctaHoBKa cepBepa CYB[l, HTTP-cepBepa n cepBepa npusnoxeHuun

B xauectBe cepsepa CYDB/] MbI ncnonssyem PostgreSQL onHO# 13 nocieaHux, BhILIEIIINX
K HacTOSIIIEMY MOMEHTY, Bepcuil. Pa3paboranHas HaMH HOBasi KOHCOJb YIPaBIEHHUS U3HAYaJIbHO
OpUeHTUpOBaHa Ha pabory uMeHHO c 3Toil CVYBJ] u oTBfi3zka OT Hee MOTpPeOyeT HEKOTOPBIX
u3MeHeHul B koze. [Ipu Hanmuuuu nqocTatouHbIX pecypcoB Ha cepBepe ¢ IPS, MokHO ycTaHaBnIMBaTh
CVYB/] Ha Hero, kak U BOOOIIIEe BCE YTOMUHAEMBbIE 3/1€Ch PUIIOKEHHUS.

VYcranoBka u  HacTpoiika PostgreSQL  BBIMONHSIOTCS  CTaHJAPTHBIM  CIIOCOOOM.
EnuHCTBEHHOE, YTO HYXHO OTCIEIUTb, 3TO HACTPOMKM KOH(UIypaly COOTBETCTBYIOILEH Oa3bl
nmaHHbIX ((aiin data/postgresql.conf):

default with oids = off
escape_string warning = off
standard conforming strings = on

Buumanwe, nocienauii napameTp TpeOyeT UBMEHEHUH B src/output-plugins/spo_database.c.

CepBepoM NPUIOKEHHUH U1 HOBOM KOHCOMM siBaseTcss Tomcat’. Bes MHTEpakTHBHAS 4acTh
KOHCOJIM HamucaHa Ha TexHonoruu JSP'. Veranoska u Hactpoiika Tomcat Bepcuu 6 He TpeOyrOT
CIICLIMAJIbHBIX TTOSICHEHH, €CIIM Bbl, KOHEYHO, HE UCTIOJIb3yeTe Kak U Mbl B kauectBe HTTP-cepeepa
Domino, a He Apache. B 3Tom ciiydae oIHUMHU «IOSICHEHUSIMU» HE OTJENaelibes, a TpelyeTcs
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HAIlMCAaHHUE JIOBOJIBHO CJIOXKHOTO IIIJIK03a, KOTOPBIM ONKUCAH B CEPUM IOCBAILIEHHBIX €My CTaTei,
KOTOpbIE MOXKHO BMECTE C OJIHOM M3 CTapblX, HO BIIOJIHE paOOTaloOIIMX, BEpCUN B3SITh Ha calTe
aBropa''. Hactpoiika Tomcat B KomIuiekce ¢ Apache MHOTOKpPAaTHO ONUCaHa B COOTBETCTBYIOLIEH
JIOKYMEHTAIlMH, CTaThIX M KHUTaX, MO3TOMY 3TOT BOMPOC 37€Ch JOIMOJHUTEIBHO OOCYXIaTh He
Oynem. O HacTpoiike NPUIIOKEHHs OyAeT CKa3aHO UyTh HUXKE.

Jl1st paGoThI IPUIIOKEHHSI CO3/IAI0TCS PSAJ JOTIOIIHUTENbHBIX, 10 OTHOLIEHHIO K cXeMe Snort
1.06, Tabmuu. Mpaes xpaHuTh HpaBuwia B TaONWIAX, UX MEpPBOHAYalbHAas CTPYKTYpa M CKPUITHI
3arpy3Kd 3aMMCTBOBaHbI HAMH W3 JIABHO 3a0pPOIIEHHOTO MPOEKTa, KOTOPBIM Ha3zbiBaeTcs Snort Rules
Remote Access Management (SRRAM)"”. Mbl nocrapajiuch COXPaHUTh IPEEMCTBEHHOCTH B
Ha3BaHUAX TAONUII U OJel u3 yBaxkeHus Kk aBTopaMm SRRAM. [TockonbKy poeKT ObLT 3a0poIiieH B
koHue 2002 roga M WM3HAYAIBHO CTPOWICA HAa OTIMYHOM OT HAlEHd TEXHOJIOTHWU, MBI CMOIVIM
HCIIOJIb30BaTh M3 HEr0 TOJBKO HEKOTOPHIE WIEH U OTHeNbHblE HeOonblne Kycku koaa Ha Perl. B
TEKyIe BepcUU Hallleil KOHCOIU HCTIONb3YIOTCS CIIEAYIOIINE TaOIUIIbL:

categories KaTeropuu curHaryp (6azoBble MMeHa (haillioB, B KOTOpbIE M3HAYAIBHO
MOMEIIEHBI CUTHATYPBI Snort)

flags SnortDB Extra Table: komOunaruu ¢aros nporokona TCP

messages nH(}OpMAITMOHHBIE COOOIIEHUS ISl JUATHOCTUKU PabOThI BHEIIHUX, IO
OTHOIIICHMIO K CEpBEPY NPUIIOKEHHH, CKPUIITOB

protocols SnortDB Extra Table: ciucok momaepkxuBaeMbIX CUCTEMOM MPOTOKOJIOB
(ummnopTHpyeTcs u3 /etc/protocols)

services SnortDB Extra Table: crnucok moaiep:XKMBaeMbIX CHUCTEMOW CEPBHCOB
(ummnopTHpyeTcs U3 /etc/services)

sig_desc ONMCAHUS CUTHATYP

sig_affected CIMCOK  CHUCTEM,  TMOJBEPXKEHHBIX  arakaM,  CBSI3aHHBIM  C
COOTBETCTBYIOIIMMHU CHUTHATypaMH

sig_contrib aBTOPBI U UICTOUHUKH CUTHATYP

snort_rules CIIUCOK CUTHATyp

snort_rules load wucrounuku curnaryp (URL u np.)

sqacclog KypHaJ K3ITUPYIOIIETo MTPOKCH cepBepa (B HameM cirydae Squid)

B omune ot aBTopoB BASE MBI N1eaeM HOMBITKY CMHTaKCHYECKOTo pa3dopa onmucaHui
cUrHaryp u3 kataimora doc/signatures, BKJIIOYa€MOTo B apXuB ¢ curHarypamu. K cokanenuto,
CTPOTHX TPAaBHJ aBTOPHI ATHX OINMCAHHWW, KaK HaM Ka)XeTCs, He MPHUIEPKUBAIOTCS, YTO CO3/1aeT
ompeJiesieHHble  CIOKHOCTH. OJHAKo pe3ynbTaT MNPWIOKEHHBIX YCHIMH  ONpaBibIBaeTCs
CYIIIECTBEHHBIM TIOBBIIIEHHEM HHPOPMATHBHOCTH COOOIIEHUH O COOBITHSAX W TIO3BOJISIET CHIENATh HX
THIEPTEKCTOBBIMH.

Taxkum o6pazom, nocne ycranoBku CYBJl HeoOxomumo co3maTh CTPYKTYypy Oasbl TaHHBIX
(B), ¢ mepeuncneHHBIMU BbIlIE€ TaONWIAMM, MHICKCAMHM U IpaBUJIAMH CBSI3aHHOCTH, a TaKKe
HECKOJIbKIMH XPaHUMBIMH (DYHKIIASIMH, YIIPOIIAIOIIMMH KOJI.

[TpuBenem 31ech nmapy npumepoB. B kauecTBe npumepa XpaHUMOM (DyHKIIMU OKaXEeM TEKCT
enabled2str, mpeoOpasyronuii Koj TWIIa CUTHATYpbl W3 BHUAa, XpaHumoro B bJI, B umTaemsIii
YeJI0BEKOM-0IIEPaTOPOM KOHCOJIH:

CREATE OR REPLACE FUNCTION enabled2str (flag character)
RETURNS text AS

$BODYS
BEGIN

" http://www.avnsite.com/downloads/domino/Domino2 Tomcat.pdf

http://www.avnsite.com/downloads/domino/domino-1.13.1.tar.gz
http://www.avnsite.com/avn/publications/Domino2 TomcatAuth.pdf
http://sourceforge.net/projects/srram/
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IF ( flag = 'Y' ) THEN
RETURN 'ALERT';

ELSIF ( flag = 'N' ) THEN
RETURN 'DISABLED';

ELSIF ( flag = 'A' ) THEN
RETURN 'ALERT';
ELSIF ( flag = 'D' ) THEN
RETURN 'DROP';
ELSIF ( flag = 'S' ) THEN
RETURN 'SDROP';
ELSIF ( flag = 'R' ) THEN
RETURN 'REJECT';
ELSIF ( flag = 'P' ) THEN
RETURN 'PASS';
ELSIF ( flag = 'L' ) THEN
RETURN 'LOG';
ELSE
RETURN 'UNKNOWN';
END IF;
END;
SBODYS

LANGUAGE 'plpgsql' IMMUTABLE STRICT;

Kak npumep onucanus TabNHIB IPUBEIEM CKPHIIT JJI CO3aHUS TaOMuUIbl snort_rules (MM
1 OOJIBIITMHCTBO TOJIeH YHAcIea0BaHbl OT mporpaMMbl SRRAM):

CREATE TABLE snort rules
(

rule uid serial NOT NULL,
rule sid integer,

rule_ rev integer,

"rule" text NOT NULL,
enabled character (1),

rule cat 1 character varying(255),

rule cat 2 character varying(255),

mtime timestamp,

state text DEFAULT 'NEW'::text,

CONSTRAINT snort rules pkey PRIMARY KEY (rule uid),

CONSTRAINT snort rules category fk FOREIGN KEY (rule cat 1)
REFERENCES categories (category) MATCH SIMPLE
ON UPDATE CASCADE ON DELETE RESTRICT

)
WITH (OIDS=TRUE) ;

Kpome aToro mel 3aaeiicTByeM Bce TpH TaONUIIbI, TOMEYEHHBIE HAa CTaHAAapTHON cxeme B/l
(Snort Database Schema v1.06")  xak mneoOs3arensubie (SnortDB  Extra Table). [Jns
ABTOMAaTHUYECKOTO 3allOJHEHUs 3TUX TaOnuIy pa3paboTaHbl CrienuaibHble CKpUNThl. OOBIMHO 3Ta
IpoIieypa MPOBOIUTCS OMHOKPATHO U Aaniee MH(pOpMaIys B 3 TUX Tabnuiax He MeHsercs. [Ipexe
YeM 3alyCKaTh YIIOMSHYThIE BBIIIE CKPHUIITHI HEOOXOAUMO yOenuThes, uTo (aiinsl /etc/protocols u
/etc/services B Ballell CHCTEME COJEpIKAT aKTyalbHYI0 HH()OpPMAIHIO. ITO JAJICKO HE Bcerja Tak!
Yacto cHCTEeMHBIE TNPOTPAMMUCTBI TPHUMEHSIOT HECTaHJApTHBIE IOPTHI, M JaJeKo0 HE BCE
NPUWIOKEHUs], CYIIECTBYIOIIME B MHUpPE M NpPUMEHSEMbIE B KOPIIOPAaTHBHOM cpene, OTpakeHbI B
/etc/services. daiin, BXOAAIIMN B OTNIEPAOHHYIO CHCTEMY IT0-YMOIYaHHIO, TPeOyeT 00s13aTeTbHOTO
UCTIPABIICHUS B BUJAY HAJIWYHS AYOIUPYIOMIMXCS KITIOUYEeH (B 4aCTHOCTH, 3TO KacaeTcsl MPOTOKOJA
HTTP).

HoBas koHconb ympaBieHust Aisi cBoed paboThl TpeOyeT Hanuuus psja CHelUaIbHbBIX
IporpamMM, BBITIONIHEHHBIX B BHJE CKpUNTOB Ha si3bikax Bash u Perl Ha cepsepe IDS u Ha cepBepe
npuwioxeHnit. XML-¢aiin nactpoiiku npunoxennss META-INF/context.xml B ciydae pasHeceHus
cepBepa npuiokeHui u cepsepa IDS Mexy pasHPIMU MalliHAMU MOXKET BBIIVIACTD TaK:

<Context path="/snort" debug="0" reloadable="true" crossContext="false" privileged="true">
<Valve className="com.avn.tomcat.authenticator.DominoAuthenticator" cache="false" debug="0"/>

¥ ®aiin doc/snort_schema_v106.pdf Bkitouaercs B quctpubyTus Snort
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<Resource name="jdbc/snort"
auth="Application"
type="javax.sqgl.DataSource"
maxActive="10"
maxIdle="4"
maxWait="100"
username="snort"
driverClassName="org.postgresqgl.Driver"
url="7jdbc:postgresqgl:snort"
/>
<Environment name="dataSource" value="jdbc/snort" type="java.lang.String" description="Data
source" />
<Environment name="snortHost" value="192.168.1.100" type="java.lang.String" description="Host IP
address running Snort IPS"/>
<Environment name="restartCmd" value="/usr/bin/ssh 192.168.1.100 /usr/bin/sudo
/opt/snort/bin/snort.sh > /tmp/restart.log 2>&amp;1l &amp;"
type="java.lang.String" description="Restart command"/>
<Environment name="etblockUpdateCmd" value="/usr/bin/ssh 192.168.1.100 /usr/bin/sudo
/opt/snort/iptables/update iptables.sh > /dev/null 2>&amp;1l &amp;"
type="Jjava.lang.String" description="ET Block rules update command"/>
<Environment name="srramImportCmd" value="/usr/bin/sudo /opt/tomcaté6/webapps/snort/WEB-
INF/cgi/srram import.sh > /dev/null 2>&amp;1l &amp;"
type="java.lang.String" description="Download rules command"/>
<Environment name="rulesImportCmd" value="/usr/bin/sudo /opt/tomcaté6/webapps/snort/WEB-
INF/cgi/rules import.pl > /dev/null 2>&amp;1l &amp;"
type="Jjava.lang.String" description="Import downloaded rules command"/>
<Environment name="descImportCmd" value="/usr/bin/sudo /opt/tomcaté6/webapps/snort/WEB-
INF/cgi/loaddesc.pl > /dev/null 2>&amp;1l &amp;"
type="7java.lang.String" description="Import downloaded rules descriptions command"/>
<Environment name="checkBlockCmd" value="/usr/bin/ssh 192.168.1.100 /usr/bin/sudo
/opt/snort/bin/checkblock.sh"
type="java.lang.String" description="Check block host netfilter rule command before
parameter"/>
<Environment name="blockCmd" value="/usr/bin/ssh 192.168.1.100 /usr/bin/sudo
/opt/snort/bin/block.sh"
type="Jjava.lang.String" description="Block host by netfilter rule command before parameter"/>
<Environment name="unblockCmd" value="/usr/bin/ssh 192.168.1.100 /usr/bin/sudo
/opt/snort/bin/unblock.sh"
type="java.lang.String" description="Unblock host by deleting netfilter rule command before
parameter"/>
<Environment name="loadSgAccLogCmd" value="/usr/bin/sudo /opt/tomcat6/webapps/snort/WEB-
INF/cgi/loadacclog.pl > /dev/null 2>s&amp;1l &amp;"
type="java.lang.String" description="Load Squid access log into database command"/>
</Context>

Jns obecriedyeHus COEAMHEHMsI MPUIIOKEHHS, pabOTAIOIIEro Ha cepBepe MPUIOKEHUH, ¢
cepsepom IDS mo nmporokony SSH TpeOyercst HacTpoiika SSH Ha ayTeHTH(UKALINIO 1O KITF0YaM TN
MHBIM Cc1I0cOO0M, HE TPEOYIOIIMM MHTEPAKTUBHOTO BBOZA MAPOJIs aBTOPHU30BAHHOTO HA YIIpaBJICHUE
neMOHOM Snort monb3oBarens. [lockonbKy MONB30BaTeNb, MO YYETHOW 3alMUCBhI0 KOTOPOTO
paboTaer cepBep NPUIOKEHHS, OOBIYHO HE SBJISETCS CYNEpIoib30BaTesieM, TO HEO00XOIUMO
UCTIOJIb30BaTh KaKOW-TO MEXaHM3M SCKAJIAIUK MOJTHOMOYHIA, 0OBIYHO 3TO mporpamma sudo, Taxxe
TpeOyrolas creuanbHbIX HACTPOEK.

B cBsi3u ¢ mmpokuM pazHooOpazueM BO3MOKHBIX KOH(DUTYpanuii U OOJIBIIUM KOJTHYECTBOM
OKPY’KaIOILIEro MporpaMMHOro obecredenust, PyHKIIMOHATLHOCTh KOTOPOrO B TOM WJIM MHOW Mepe
3a/IelicTBOBaHa, Mbl TIOKAa HE CO3/lajld YCTAaHOBOYHOM mporpammbl. BepositHO, 3T0 BooOIIe
HenoJbeMHas 3a/1a4a. [loaTomy crienuanuct, MpoBOASIIUI YCTaHOBKY, IOMUMO 3HAHHUS COOCTBEHHO
Snort, momkeH OBITP 3HAKOM C OOILIEH CTPYKTYpOH KaTajJoroB HCIIOIB3YEMOH OIepanruoHHOMI
CHCTEMBI, CXEMOM aBTO3arpy3Kd IOACUCTEM U IeMOHOB (B ciaydae OpenSuse sto /etc/init.d',
/etc/sysconfig), SSH, sudo, iptables, ocHoBHBIME KOMaHAamu Linux, Takumu kak wget, curl, sed, a
Takke Oosee CIOXKHBIMU MPHIOKEHUSMH, Takumu Kak Squid, Tomcat, Apache wnmu apyrum
npumensiembiM HTTP-cepBepom, PostgreSQL, u xorst Ob1 B 00muX ueprax pa3Ouparbcsi B
ciaenyromux s3bikax pasmeTku: XML (cxema JSP u nap.), HTTP u s3pIkax mporpaMMHUpOBaHUS:
Bourne Shell (BapuanT bash), Perl, Java, JavaScript, Ha KOTOpBIX HamMCaH BECh KOMIUICKC HAITUX

" Comment Conventions for Init Scripts
http://refspecs.freestandards.org/[.SB 3.1.0/L. SB-Core-generic/[L. SB-Core-generic/initscrcomconv.html

14


http://refspecs.freestandards.org/LSB_3.1.0/LSB-Core-generic/LSB-Core-generic/initscrcomconv.html
http://refspecs.freestandards.org/LSB_3.1.0/LSB-Core-generic/LSB-Core-generic/initscrcomconv.html

IIPUIIOKEHUH, BKJIIOYasi MHTEPAKTUBHYIO YaCTh — HOBYIO KOHCOJb yrpasieHus IDS Snort.

OnucaHue peanusauuu

HavanpHas crpanuiia HoBoi koHconmn ynpasienus IDS (cM. puc. 5), Ha KOTOPYIO BBIBEICHO
MEHIO CHCTEMbI, JaeT TMpelcTaBlieHHe 00 OCHOBHOM 3allOKEHHOM B 3TO MPHUIIOKEHUE
(GYHKIIMOHATBHOCTH.

MpI BKpartiie nepeaucauM QyHKIIUA CUCTEMBI:

3arpy3ka curiaryp u3 MHrepHera (MCTOYHMKM — snort.org, emergingthreats.net u np.),
MCTOYHHMKH 33/1al0TCSl B OTAEIbHOM Tabmuie ¢ uMeHeM snort rules load u mMoryt ObITh
MPOM3BOJIBHO BKIIFOUCHBI HITH BBIKITFOUCHBI Yepe3 HHTEPAKTHBHYIO ()OpMY BBOJIA;
MMIIOPT Ppa3apXUBUPOBAHHBIX cuUrHaTtyp B bBJl ¢ ydeTtom yxe umeromeics B HeH
UH(OPMAIIUH, YTO MO3BOJISIET OTCICKUBATh U3MEHEHUsI B HA00OpaxX CUTHATYP;

UMIIOPT ONUCAHUIN CUTHATYD;

oOHOBIIeHWE TIpaBuiI OpaHaMayspa u3 Habopa EmergingThreats;

OPOCMOTP M pEeJaKTHPOBAHWE CHUTHATYp, M3MEHEHHe Tumna peakuuu IDS Ha HuX, C
COPTUPOBKOM M OTOOpPY IO KaTeropusiM, a TakKe IPOU3BOJILHBIM (QHIBTpaM C
cuHTakcucom SQL;

BBITPY3Ka  OTPENAaKTUPOBAHHOTO  CIUCKa  CUTHaTyp U mepes3arpy3ka  IDS
HEMOCPEACTBEHHO W3 KOHCONM; KOHTPOJb 32 XOAOM 3arpy3kKd U BO3MOXKHBIMHU
OomMOKaMu; TPEAYNpPEeKIeHHE CUTYyallMid MPEeKpaIleHus] JOCTyla K BHEIIHEH CeTH B
pesynbrare ook Snort;

) A¥N Snort Console - Mozilla Firefox —|of x|
File Edt Wiew History Bookmarks Tools  Help

@ = c TRT IA’ |http:NIQZ‘168.1.4)’sn0rt1 B - I“"|Goog\e ).'. ‘
J A/ A¥N Snort Console (x| | A &%N Snort Console | ) | F

AVN CONSOLE FOR SNORT IDS  cirentuser: bnoarm i anvépaco/oroupesst

: Mon, 2009-11-16 19:03:32

Bl Locour

J4 UPDATE RULES % UPDATE ET BLOCKING LIST

Rl RULES LIST €| caTEGORIES LIST

B exponT RULES B ExpoRT CATEGORIES ‘@ RESTART IDS
= events

£~ Snort FAQ 4= Snort Manual 2= Snort Schema

MLM 2009 Yladirmir Anufriev, All Fights reserved,

Used Memory: 25.00 MB
Total Memary: 253.94 MB

Done ‘ % I? 4

Puc. 5. Cmapmoesas cmpanuya nogoti konconu ynpasnenus IDS ¢ menio

IPOCMOTP MH(POPMALUU O COOBITUSAX, OTOOP COOBITHI MO MPOU3BOJIBLHOMY (UIBTPY C
cuHTakcucoM SQL; momydenune uHGOpMALMU O 33€HICTBOBAHHBIX y3JIaX U CUTHATYypax;
noApoOHbIE CBEACHUS O MAKeTax, Ha KOTopble oTpearupoBana IDS, OGmokupoBka u
pa30IOKMPOBKA y37I0B Ha OpaHAMay3pe HEMOCPEACTBEHHO U3 KOHCOJN; ABTOMAaTH4YeCKUI
MIOUCK Y3JIOB B JIOKAJIbHOH CETH IO MEpeXBaYeHHBIM MakeTaM M KypHajaM IMPOKCH
CEepBEPOB.

15



OcHoBHast pabouyasi cTpaHHMIa HAIIEr0 MNPWIOKEHHUS I[OKa3bIBA€T aBTOMATHUECKH WU
BPYUHYIO OOHOBJISIEMBIH CIIMCOK MOCIIEAHUX COObITHI, cunThiBaeMbIx U3 BJI. [Ipumep npuBeneH Ha
pucyHke 6. Mbl mocrapaiuch He Meperpyxarb 3TO OKHO H30BITOYHOW HHGpOpMaIluei, Tak Kak
NOAPOOHOCTH MOXKHO TOJIyYUTh, KIMKHYB IO TOJIO C OMHMCaHUEM cUrHatypel. Ha cienyromem
pucynke 7 mpencrasiena nadopmarus o coositun u3 kareropun EMERGING-COMPROMIZED-
BLOCK. Ha stOoM mnpumepe MOXXHO PpaccCMOTPETh 3HAYMTENbHYIO 4YacTh (YHKIMOHAIBHOCTH,
3aJI0’)KeHHON B cucTeMy. Bo-mepBbIX, Kak MOXHO YBHJIETh, JaHHASI CUTHATypa 3aJeHCTBYET CBA3b C
OpanamayspoM yepe3 cepBep SnortSam, Ha 4TO ykas3biBaeT ¢pasza «fwsam: src, 24 hours;». B
pe3ynbTaTe cpabaThlBaHMs 3TOM CHTHATYphl cepBepy SnortSam Obuia mepenana mHpopmarus, Ha
OCHOBE KOTOPOi OBIIIM CO3/1aHBI HOBBIE MpaBUIia B OpaHIMayIpe cepBepa, Ha KOTOPOM BBITIOTHIETCS
JIEMOH snortsam (B OOIIeM ciIydae CepBEpPOB snortsam MOXeT OBITh HECKOJIBKO W paboTaTh OHHU
MOTYT He TOJbKO Ha MallluHe, Ha koTopoi padotaet IDS):

-A forward fwsam -d 61.151.238.131/32 -i br0 -j fwsam drop
-A input fwsam -s 61.151.238.131/32 -i br0 -j fwsam drop

Oty mpaBmia 3a0JIOKUPYIOT JHOO00H TpapuK MEXAy KOPIIOPATHBHOM CETHI0 M XOCTOM
61.151.238.131 Ha 24 yaca. O ToM 4TO OJOKMPOBKAa B TOT MOMEHT, KOIZla MbI IPOCMAaTpUBAEM
UHPOPMAIIUIO O COOBITHH, NEHCTBYET, CBUACTENHCTBYET MosBiIeHHe KHOMKM Unblock B mpaBoit
YacTH OKHa pAIoM ¢ MeTKoM Src. Ecnm HaxaTe Ha 3Ty KHOIIKY, TO IpaBuia OyAyT yJaJeHbl, U
Tpaduk Oymer paszOmokupoBaH. [Ipm Haxkatmm Ha KHOmMKY Permanent Block tpadux Oymer
3a0okupoBaH 0e3 orpaHudeHus mo BpemeHu. [Iporpamma mpoBepsier OOKMpyeMble ajpeca Ha
MIPUHAJICKHOCTh K COOCTBEHHOM CETH, TAKUM 00pa3oM, 3a0JIOKMPOBATH COOCTBEHHBIE CEPBEPHI HE
yAacTcsl.

Ha sroii xe cTpaHHIle MOXHO M3MEHMTb PEaKIMIO Ha JaHHYIO CUTHATypy, B YaCTHOCTHU
neaxkrusuposarh ee (DISABLE)". C HeKOTOpPBIMH OrpaHUYEHHAMU MOYKHO TIPOU3BOJILHBIM 00pa3oM
OTPEIaKTUPOBATh CUTHATYPY, HO OIIMOKU B 3TOM IpOILEcCe KpailHe HexellaTelbHbl, TaK Kak Snort
NPaKTUYECKH HE yMeeT 00pabaThiBaTh OIIMOOK B CUIHATYpax U KOH(UIypalMoHHbIX (ainax. s
TOro 4TOObI M3MEHEHHUs BCTYNWIM B CHILY, Hy)KHO neperpy3utb IDS (310 nenaercst B oTAeIbHOM
OKHE MpOorpaMMbl), TaK Kak Snort He yMeeT JUHAMUYECKH M3MEHATh 3arpyXEeHHBI B HEro Habop
CUTHATYD.

JlononHuTenbHOM (yHKUIMEH B JaHHOM OKHE SBIISETCS M3MEHEHHME pEeaklMd Ha Bce
CUTHATYpbl JaHHOW KaTeropuu oAHOBpeMeHHO. lloBropuMm, uto 1isi TOro, 4TOOBI W3MEHEHUS
BCTYIWIU B CUILY, TpeOyeTcs nepes3arpyska Snort.

Ora craThsi HE SBIAETCA JOKYMEHTalMell Ha cHUCTeMy, I[I03TOMY HE Ha Bcel
(GYHKIMOHANBHOCTH OyAeM OCTaHaBIMBaTbcA. ECTECTBEHHO, 4TO MO BCEM, YYacTBYIOIIMM B
coOpITusiX [P-anpecaM MOXKHO MOTYYUTH CIIPAaBKY depe3 cepBUC whois, a Takke MPOBEPUTHh WX HA
BKJIIOYUEHHOCTh B YEpHBIE CIUCKHU. Tak ke Mbl BUAMM MaKCUMAaJbHO MOJIPOOHYI0 MH(POPMALHUIO O
CUTHATYpe U MOXEM IEPENTH MO MPEICTABICHBIM B ONIMCAHUN CUTHATYPBI CChUIKAM JIJIsl IOJTYUYEHUS
JIOTIOJTHUTENbHBIX CBeleHN. BpiOpaHHas curHatypa HEIOCTaTOYHO IOKa3zaTelbHa B 3TOM CMBICIE,
TaKk Kak curHatypsl u3 Habopa EmergingThreats He copmepkar onmcaHuii, B OTIMYHE OT
noctaBisgeMbix Sourcefire VRT (Vulnerability Research Team).

' Jlns Toro 4ToOBI cUrHaTypa ¢ arpubyToM fwsam coxpaHsiia paboTocIioCOOHOCTh HEOOXOAMMO, YTOOBI €€ THII
peaxmmu ObLI alert.
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18 A¥N Snort Console - Mozilla Firefox =t ]
Osfn  Mpasks  Bua  WypHan 3sknagkk  MHCTRymedTel  Cnpaeka
@ F C fay % A | hittp:[]192, 168, 1.4/snortjevents, S 1 257266 1 46036=61257266103559=td- 13431 91-p=181 2572661504 10=81257266151873=8d 5 1.7 4, ~ ys -:é
AV BN Snort Conscle AV A¥N Snort Console 8| +
Current time: Tue, 2009-11-03 19:35: 58 @
AVN CONSOLE FOR SNORT IDS Glfsarsernanymels
LMIT:[100 | SEMSOR:| ALL v | FILTER: auToREFRESH: [ [ Refresh
1,000 items found, displaying 1 to 20,
[M/411,2 34,506,789, 10[p /M
Detected Events
TIME GID ACTION SENSOR  SIGNATURE CLASS PRI  SID GID REY SRGC
2009-11-03 527007 ALERTED br: brl ET COMPROMISED Known Compromised or Hostile Host  misc-attack 2 2510218 1 1702 219 94.123.134
12t 2008 Traffic TCP - BLOCKING (110}
fgugglzla'ﬂsﬂ 527006 ALERTED br:br0 BAD-TRAFFIC dns root nameserver poisoning attempt nisc-attack 2 13887 3 6 213.180.204.1
igD:élsléuesnz 527005 DROFFED  br: brl ICMP PING Cyberkit 2.2 Windows misc-activity 3 483 il 6 BE.62.13.230
2009-11-03 527004 DROPPED  br brl ICMP PING Cyberkit 2.2 windaws misc—activity 3 483 1 6 86.62.13.230
18:52:43.799
ig?:;-lsls-nasss 527003 DROFFED br:brl POLICY Microsoft Watson error reporting attempt policy—violation 1 13864 1 1 86.62.78.172
2009-11-03 527002 DROPPED  br: brl ICMP PING Cyberkit 2,2 Windows misc—activity 3 183 1 6 86.62.27 34 A
17:23:38.633 =
§5U251;%55354 527001 DROFFED  br:br0 ICMP PING Cyberkit 2.2 Windaws misc-activity 3 483 1 6 B6.62.27 .34
2009-11-03% 527000 DROPPED  br:br0 ICMP Source Quench bad-unknown 2 477 i 3 P22 CER I )
17:23:16, 333
2009-11-0% 526998 DROFFED br:brl ICMP Source Quench bad-unknown 2 477 i 3 202.156.1.338
17:23:16, 332
2009-11-03 526933 DROPPED  hr: brl ICMP Source Quench had-unknown 2 477 1 | e sl El
17:23:16.332
2009-11-03 526997 ALERTED br brl SHELLCODE baseg4 86 NOOP shelloode—detect 1 12800 1 1 217 144 105 86
17:21:35.889
2009-11-03 526996 DROPPED  hr: brl ICMP PING Cyherkit 2,2 Windows misc—activity 3 183 1 e fhG et 274
17:20:38.494
5502951517'07373 526995 DROPPED  br:br0 ICMP PING Cyberkit 2.2 Windows nisc-activity 3 483 1 6 B6.62.23 174
2009-11-0% 526994 ALERTED br:brl ET COMPROMISED Known Compromised or Hostile Host nisc-attack 2 2510202 1 1693 69 245.18.75
Loiza 00 200 Traffic TCP - BLOCKING (102)
200%-11-03 526993 DROPPED  br:brD Data sent on stream after TCP Reset protocol-conmand— 3 8 129 1 61.133.64.196
1£:03:15,31 decode
i:n‘zlzla-%ig 526932 DROFFED  br:br0 ICMP PING Cyberkit 2.2 Windows nisc-activity 3 483 1 6 86.62.13.230
2009-11-03 526991 DROFPED  br brl ICMP PING Cyberkit 2,2 windaws misc-activity 3 483 1 6 86.62.13 230
15:49:25,792
2009-11-03 526989 ALERTED hr: brl ET POLICY Binary Download Smaller than 1 MB Likely policy—violation 1 2007671 1 9 195 27.182.20
15:28:21,.237 Hostile
520295'1211'02337 526990 ALERTED  br:br0 ET POLICY PE EXE or DLL Windows file download policy—violation 1 2000419 1 12 195.27.182.20
igufs'lqln'ufss 526988 DROFFED br:brl POLICY Microsoft Watson error reporting attempt policy—violation i 13864 i 1 86.62.78.172
Export options: 4] €SV | ¥ Excel | €] xML
Home | g Rules list | [g] Categories list | a_. Export rules | a‘ Export categories | i Save rules and restart IDS
Powered by
displaytag
Tetoso #

Puc. 6. OcHosHasi cmpaHuua co 06HO8rsIeMbIM CrUCKOM cobbimuli

I[J'I}I NOJTy4YCHHUA I/IH(I)OpMaI_[I/II/I CcpBUCA whois u o YCPHBIX CITMCKAaX MbI IIOKa HCIIOJIB3YCM

(GYHKIMOHATBHOCTD

BHCHIIHUX

CalToB.

[Tpumep

161.151.238.131 npexacrasieH Ha pUCYHKE 8.

BEIBOJIA

Takol HHQOpMaLMU  JUIS

IP
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&%) A¥N Snort Console - Mozilla Firefox ol x|
File Edit ‘iew History Bookmarks Tools  Help
- 0l |Af |http:,l’,l’lQZ.168.1.4,|’sn0rtJ‘event.jsp?signature=8?6&swd=3&cid=52?695&g\d=1 Ebhd |-']-|Google iy
| A 8N snort Console | A N snort Console | A A¥N snort Console %] | - F
Current time: Sat, 2009-11-07 00:04:52 5_]
AVN CONSOLE FOR SNORT IDS  curentuser anommou
ET COMPROMISED Known Compromised or Hostile Host Traffic TCP - BLOCKING (130)
. Time: 2009-11-06 23:42:43.945
R 5
ule Sre: £1.151,238.131 - 61,151,238.131
ten Check in BL Unblock
[61.128.196.66,61.129.60,23,61.129.68,163,61,129.86.44,61.131.20
8.44,61.131.47.117,61,133,208.210,61,135.134,109,61.135.214.,221, Dst: 86.62.78,172 - 86.62.78.172
61,136 185.83,61.136.60.175,61.136 60,33,61.136,93,30,61.137.90, check in BL | Permanent Block |
110,61.139,142.20,61.,139,33.207,61,145.230.51,61.145.75,135,61.1
50,91.36,61,151,236.131,61.152.201.74,61.152.76.4,61.152.94 125, Yer: 4
61,152.96.116,61.153.15.69,61.158,154.12,61,158,205.224,61.160.2 Prot I: 6 -t TCPY - T) el Cantral
08.90,61.164.151.229,61.164,73.18] any - = $HOME_NET any rotocolk: ep (TCP] - Transmission Contro
(msg:"ET COMPROMISED Known Compromised or Hostile Host HeadLen: 5
", flags:s; TOS: 0
its net/bindview/Main
t Len: 60
Id: G605
off: 1]
ALERT 'I [ Update | [ Refresh TTL: 47
Category: CSum: 24510
ALERT 7] EMERGING-COMPROMISED-BLOCK Src port: 49517 - unknown - unknown service
Class: Dst port: 22 - ssh - 35H Remote Login Protocol
" mise-attack Seq: 3347609523
Prioritg': Ack: i}
Signature ID: Offset: 10
cov: 2510258 Res: 0
evision: . . .
1702 Flags: inwalid - MULL Packet {reserved bit 2 active)
GID: Win: 5540
1
status: Csum: 39120
REVISED Urp: o
References: Data:
url - http:/fdoc.emergingthre ats.net/bindview/Main/CompromisedHosts :
Description Check Squid Lags |
Signature description is not found.
¥ Close
Done ‘ @
% & 4

Puc. 7. lNpumep okHa ¢ uHghopmayuel o cobbimuu

Jns nononHeHus oOmied KapTUHBI NpUBEAEM elie napy wunoctpauuid. Ha pucynke 9
oTpakeHa MH@oOpMalMs 0 COOBITUH, CBSI3aHHOM C cuUrHarypoil u3 Habopa Sourcefire VRT. 3nech
BbIBEJICHa TMOApPOOHAas MH(OpMANUs O TNOTEHUUATbHOM yA3BUMOCTH, IOYEpIHYyTas U3
COOTBETCTBYIOLIEro (haiina omucanus, uMmnoptuposanHoro B bJl. Bunno, Takxke, uro peakuuei
Snort Ha 3T0 coObITHe OblIa OnmokHpoBKa mnakera (drop), To ecTh makeT ObLI OTOPOIIEH U He
nepenascs Ha uHTepdeiic Apyroro KoHIAa MocTa. Takas peakiusi IpyU MMIIOPTE HOBBIX CHTHATYP
ABJsIeTCA peakuueil mo-ymonuanuro. OJHaKo, JaHHas peakuus NMPUMEHUMa JajeKo He KO BCEM
CUTHaTypaM. Bplllle MBI paccMOTpeld CHTHATypy, cpadaThiBaHHE KOTOpOW TpeOyeT He
0oTOpachIBaHUs IMakeTa, a J00aBJIeHHsS HOBOTO MpaBWiia B IEMOUYKY MpaBuil OpaHamMayspa. Takue
CUTHATYpbl XapaKTepU3ylOTCs HaiuuueMm ¢paspl ¢ KiroueBbIM ciioBoM fwsam. Ecte u apyrue
ucKimoyeHus. Hampumep, curHatypa MOXeT HE CBHJCTEIbCTBOBaTh O IMAKETe, HECYIIeM
MOTEHIIMAJIBHYIO OMACHOCTh, a BCEro JIMIIb yCTAHABIMBATh HEKOTOPBIH (hiar, HEOOXOMUMBIN st
aHanu3a rnociedymux —nakeroB. Ha ocHoBamum Takux curHatyp IDS  BeicTaBiser
COOTBETCTBYIOIIMA (JIiar, HO IPYTUX aKTUBHBIX NEHCTBUH HE TPEANPHHUMACT. JTH CHUTHATYPHI
cTaHnaptHo nomevarorcs ¢umarom noalert (flowbits: noalert;). Takum curnarypam nporpamma
HMMITIOPTA MO-yMOJTYaHHUIO YCTAHABIMBAET MPABHIIO 00PaOOTKH pass.
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&) AYN Snort Console - Mozilla Firefox ;lglil

File Edit Yiew History Eookmarks Tools  Help

277 - |[*8:]s00ge g r

CEaE
AVN CONSOLE FOR SNORT IDS @i et ™= &

- c M TET Iﬂ|http:,l',l'192.168.1.4,l'sn0rt,l'checkb|.jsp?host=61.151.238.131

| A 8N Snort Console |£3] | A AN Snort Console |£3] | A AN Snort Console |£3] | A/ A¥N Snort Console

Check host 61.151.238.131 in known black lists

@ access.redhawl.arg
@ bl sparmcop. net

@ blackholes.wirshub. net
@ blocked. hilli. dk

@ dev.null. gk

@ dialups.visi.com

@ dnsbl cyberlogic. net
@ dnsbl.njabl.arg

@ dnshblZ uceprotect. net
@ duinv.aupads. org

@ fl.chickenbaner. biz

@ http.opmm. blitzed. org
@1 .spews.dnshl. sorbs.net
@ map. spam-rbl.com

@ multihop.dshl.arg

@ omrs.dnsbl. net.au

@ osps.dnshblnet.au

@ mwps.dnshl.net.ao

@ pshl.surriel com

@ rhl. schulte.org

@ rits.dnsbl.net. au

@ relays.mail-abuse.arg
@ rmst.dnsbl.net.au

@ sbl.csma.biz

@ smtp.dnsbl sorbs net
@ sorbs. dnshl.net.au

@ sparm.wytnij.to

@ sparnsources. dnsblinfo
@ t1.dnsbl.net.au

@ web.dnshl.sorbs. net
@ wingate.opm.blitzed. arg
@ zombie.dnshl. sorbs. net

@ bl.csma.hiz

@ bl.technovision.dk

@ blacklist. sci. kun.nl

o cartO0ney. surriel.com
@ dialup. blacklist jippg. ory
@ dnshl.ahbl.org

@ dnshl.sorbs.net

] dnsbl-3.uceprotect. net
@ dul.dnshl.sorbs. net

@ hil. habeas.com

@ intruders. docs.uu. se

@ 12 spews.dnsbl.sorbs. net
@ misc.dnsbl. sarbs. net

@ no-rmore-funn. moensted. dk

@ orid.dnshl.net.au

@ osrs. dnshl.net.au

] probes. dnsblnet.au

@ pss.spambusters. org.ar
@ rbl.snark. net

@ relays. bl gweep.ca

@ relays.nether.net

@ rshl aupads. org

@ shl.spamhaus.org

@ socks.dnshl.sorbs. net
@ spam.dnshl.sorbs.net
@ spamguard. leadmon. net
@ sparmsources. fabel dk
@ ucepn.dnshl.net.au

@ whois. rfc-ignorant. org
@ ubl.spamhaus.org

@ bl.spamcannibal.arg

® blackholes five-ten-sg.com
@ block.dnshl.sorbs. net
@ chl abuseat.ory

@ dizlups. mail-abuse. arg
@ dnsbl.antispam. or.id

@ dnshl kermpt.net

@ dnsbl-1 .ucepratect. net
@ dsbl.dnsbl.net.au

@ dul.r

@ hitp.dnsbl sorbs net

@ korea senices. net

@ mail-abuse. blacklist.jippg. org
@ msgid bl gweep. ca

@ ohps.dnsblnet.au

@ orvedb. aupads. org

@ owfs.dnshl.net.au

@ prowy. bl gweep.ca

@ thl.cluecentral. net

@ wl.triumi ca

@ relays. bl kundenserver.de
@ ricn.dnshl.net.au

@ satos bl cluecentral.net
@ shl-xbl. spamhaus.org
@ socks. oprn.blitzed. org
@ spam.olsentech.net

@ spamsites.dnshl.net au
@ spews.dnshl net.au

@ unconfirmed.dshl.arg
'JwiII—spam—for—fnod.eu.Urg
@ zen.spamhaus.org

K Close |

| Done

vty . Al A e BEI PR B o PR Dy e oA AR N | e —— Bl - =S B 1

Puc. 8. CmpaHuua, noka3sbiearoujasi UHghopmayuro O 8KIHOHEHHOCMU
3adaHHo20 IP 8 u38ecmHble YepHbIe CrUCKU

Ha pucynke 10 npencrasneHa BeiOOpka u3 3arpyxenHoro B bJ[ nabopa curnatyp. HoBble
curHatypsl nomeueHsl kak NEW, HensMeHeHHbIe CO BpEMEHU MpebIAYIIero OOHOBIEHUS — Kak
WORKING, ynanenusie (oTcyTcTBYytomUE B ocineanem ooHoeneHnn) — kak DELETED, a HoBbie
Bepcun curHaryp — kak REVISED. Ha ocHoBaHMM 3TuUX IOMETOK, MCIOJIb3YSl MEXaHHU3M
¢unbrpanuy, ocHoBaHHbI Ha cuHTakcuce SQL ¢passt WHERE oneparopa SELECT, moxHO
[IPOAHAIM3UPOBATh, KaKU€ HU3MEHEHUS CJIIelaHbl BO B3ITOM U3 MHTepHera OOHOBIEHUMHM Habopa
CUTHATYD.
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POLICY Microsoft Watson error reporting attempt

f Time: 2009-11-03 15:15:40.488
Rule: sro: 86.62.78.172 - B6.62.78 172
p $HOME_NMET any -= $EXTERNAL_WET $HTTP_PORTS A Check in BL Permanent Block I
POLICY Microsoft Watson error reporting atternpt”;
Iflow :to_server, established; content:"User-Agent|34] MSDW"; Dst: 65.55.53,190 - 65.55.53,190
content:"watson.micrasoft.com”; uricontsnt:"StageOns®; Check in BL | _Permanent Block |
metadats:policy security-ips drop, service http;
reference:url,oca.microsoft.com/en/dcp20.asp; classtype:policy- Ver: 4
violation; sidi13864; revil;) Protocol: & - top (TCP) - Transmission Control
HeadlLen: 5
TOS: o
Len: 350
1d: 10374
Off: o
DISABLED =] |4 Update | [2 Refresh I 1z7
Category: cSum: 46644
T = FoLicy Src port: 50925 - unknown - unknown service
Slasss Dst port: 80 - htp (www wiw-http) - World Wide Web HTTP
policy-violation Seq: 2624840507
P"'“"'tl Ack: 2635364965
Signature 1D: Offset: 5
13864 Res: o
Revision:
1 Flags: valid - ACK|PSH: Acknowlegement with a push on packet
GID: Win: 18425
1
Statuss Csum: 815
DELETED Urp: o
Rerare.:':l?:s;vttpﬂma T . Data: 000000: 47 45 54 20 ZF 53 74 61 €7 65 4F 6E 65 ZF 47 GET /StageOne/G
Bectiention - : : : 0000le: &5 6E 65 72 63 63 2F 43 4C 52 32 30 72 33 2F eneric/CLREZOr3/
Description
Summary: 00003c: 74 65 6D 70 6F 73 76 63 5F 65 78 €5 2ZF 31 5F temposve_exe/l_
This event is generated when network traffic that indicates that the Microsoft Watson error oonobac 31.5F 30,67 30 ZF 4,37 66.35/38 34,61 B6. 2R 1. 0. D/LATE0daE)
reporting tool is being used. 000078: 6D 73 63 6F 7Z 6C 69 62 ZF 32 SF 30 SF 30 5F mscorlibfz 0_0_
Impact: 000056 30 2ZF 34 61 37 63 64 38 66 37 ZF 31 31 34 37 D/4a?cdff?i1147
Possible policy violation. The use of the Microsoft watson error reparting tool may be prohibited 0000b4: 2F 31 39 2F 53 79 73 74 65 6D 5F 4F 62 64 65 /19/8ystem Obje
by corporate policy in some network environments, 0000dZ: 63 74 44 65 73 70 6F 73 €5 64 45 78 63 6§ 70 ctDisposedExcep
Detailed Information: . ; ) O000E0: 74 63 6F 6E ZE 68 74 60 3F 4C 48 49 44 3D 31 tion htm?LCID=1
This svert indicates that the Microsoft Watson srror reporting tosl is being used on the 00010e: 30 34 39 26 4F 53 3D 3¢ 2E 30 2E 36 30 30 31 049605=6.0.6001
i tp;u;em:d network. This tool may disclose sensitive information about the host to Microsoft. HODISe. PH B5 oE BG5S 508
ected Systems:
All Microsoft systems using the Microsoft watson error reporting tool
Attack Scenarios: Check Squid Logs
This is a possible policy violation, it may be that Microsaoft Wwatson error reparting tool is being
used on a client host,
Ease of Attack:
Sirnple.
False Positives:
None known,
False Negatives:
None known,
Corrective Actions:
Disallow the use of the Microsoft Watson error reporting tool on the protected netwaork and
enforce or implement an organization wide policy on the use of Microsoft watson error
reporting.
Contributors:
Sourcefire Yulnerability Research Team
Close
Puc. 9. MNpumep cobbimusi, cesi3aHHO20 € cugHamypoul u3 Habopa Sourcefire VRT
Current time: Sun, 2009-11-05 15:35:41 =]
AVN CONSOLE FOR SNORT IDS Cuerenk uscr: Anonymous
rule_cat_1 not in ('BHDNS', RBHDNS','STORM-ADDRS-710') and state < = 'DELETED' [?] |4 Refrash
10,329 iterns faund, displaying 61 to 70.
[/ 412,3,4,5,6,7,8,9,10, 11[ p /|1
List of rules
# SID REY CATEGORY ACTION RULE STATUS MODIFIED
12908 2009887 2 EMERGING- l—_[DROP S| 1 SEXTERNAL NET any -> $HTTP_SERVERS $ATTPPORTS (msg:"ET WED. SPECIFIC_APPS projectButer R atiempt ; flom:estabiehed.tossrier WORKING
urcontent-sjpla_prajects phpollie= s ) rossee; :0; 1:100; reference: ur s s2n fere 20/ 0508-xpieits
WEE_SPECIFIC_APPS . g
[nies, sreciric et projectbutier; sid: 2003887, rev:
12203 2003167 & EMERGING- l—_[DROP 7] U< SEXTERNAL NET any -> $HTTP_SERVERS $HTTP_PORTS (meg:"ET WEB_SPECIFIC_APPS tiiwiki featured fiok ¥SS attempt"; flow Lo server established; WORKING
WEB SPECIFIC_ARPS uricontent: " tiki-featured_link. phePtype="; me»"; nocase; reference:ur ririw.security focus.com/archive/ /450268 30/ pe:web-
 reterense: 8505 WEB, SPECIFIC APPSIWE: tikin
d:2003167; rev:6;)
X lﬁ 4dp [78.157.113.0/24,78.159. 101, 166,78.159.101.239,76.159. 101.27,78.159.101.40, 78,159, 102,97, 75.15%.102.99, 78,159, 106,129, 78,159.106.130, 76, 159,106, 155] a1y
32474 2406719 152 EMERGING-REN DISABLED (o] T.'4HOME NET any (imeg:"ET REN Known Russian Business Natwork [P UDP (350) IbindvienMaind REVISED
thresheld: type limit, track by_sre, seeonds 60, eaunt 1; elasstype: mise-attack; sid: 2406713; rev:152;)
Geac 2008201 3 EMERGING- OROP tep $HONE_NET any -> $EXTERMNAL NET $HTTP. PORTS (g "ET USER_AGENTS Sdebar Relted Spymare User Agent {Sebar Cliend; lom: establshed,to_server; WORKING
USER_AGENTS Il content.Useragent): Skevar cuasstype reierence. ur, 0 1; reference: unu yeg
— Bin/cveneb.ogisiga/ MALWARE/MALWARE_USER igents; &d: 2008201 rew:3;)
X l——['  SEXTERNAL NET 447 - $HOME NET 1024. (msg:"ET TROJAN Fossible Bobax/Kraken UDP 447 £ Channel Inbound”; threshold:type thveshold, track
11208 2008107 3 EMERGING-VIRUS ALERT by, count 5, sscands 60 reference: url, dview/Main/OdeRoar; relerence: url . emergingthreats.net/cgi- WORKING
Sneb.ogy RUS(TRODAN Bobax; $4:2008107; rev:3;)
G402 2001706 29 EMERGING- DROF ST 5 ST S B (i ST ) T e S Byt Gty ] b i e b | (RIS | e
USER AGENTS T nocase; content:Envaio”; willin: 150; pere:/Ustr-Agenty: [ ~n] + Enveleyi; classtype. reference i wien Mainy 200 15:16:41.429745
— reference: ur,man WARE USER, Agants; 3it: 2001708, rev: 281
- 160 $HOME NET aoy -» $EXTERNAL NET $HTTP_PORTS (1sq:"ET USER_AGENTS Context Plus User Agent (PTS)"; flom to_servarestabishad; content:*|d afUser 2005-10-20
3445 2002403 8 EMERGING: BRoF =] ST ST T AT o L e WORKING i
— reterence: v, i fogsi WaRE, USER gens; 42002103 rov.5,)
GCa0 2006553 4 EMERGING- DROF T Ly ST L T T N 2 U I e el B e I DI e e WORKING 20081020
USER AGENTS el *Ussi-AGEN: CRUSH *; classt i v Mainy 3; refemnce tcg- 15:16:41.432276
— v o399 HAWARETHALWARE. 1SS Agenter s Zo0eset, i)
- 100 SHOME_NET any -> $EXTERNAL HET $HTTP. PORTS (msg:ET USER_AGENTS Smieware Connecton Spyware Related User-sgen 2008-10-20
9775 2008852 3 EMERGING. BRoP =] SN T T e o = e WORKING EEiEE
— reterence: ur,mam s IMALWARE_USER_igants; sid:2005552; rev:3;)
GEGE 2008048 4 EMERGING- CROF <] Lo SHOME NET any -5 SCXTERNAL NET $HTTP_PORTS (1isg:"ET USER AGENTS Suspcous User-Agent (Uerson 123", fow 1o server sstabished, conenl"[0d 0alUser:  REYISED  2005-11-03
USER AGENTS Agent|1a| Version *; classtype  relerence binyvigve/ Main) 200B0AB; refarence: ur, e M ergingtiveats. fet/ oy biny Cusmeb.cgi 1B:43:32.962631
— 15igs/USER_AGENTS/USER_AGENTS_Suspicious; id ple i
Export options: f2] C5v | ¥ Exeel | 3] #ML
[E Home | [&] Categories list | E Export rules | i Save rules and restart IDS | ] Events
Powered by
displaytag

Puc. 10. OkHO ¢ omunbmpoeaHHbIM ¢hpacMeHmMoM Criucka cugHamyp
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30ech K€ MOXKHO B HEKOTOPOM CTENEHH OTPEAAKTHPOBATh CHUTHATYpPbI, HCIOJIb3YA
BO3MOYKHOCTH, OIMCAHHBIE BbIIIE MPU paccMOTpeHuu HHpopmanuu o codwituu. Ilocie 3arpyszku
HOBBIX BEPCHUI CUTHATYP MOXHO ITOCMOTPETh HA UX U3MEHEHMS B pa3pese Kareropuid. Kareropus —
3TO UM4 ¢aila, colepKallero CUrHaTyphbl, CrpyNIUpoBaHHbIE 110 001acTu AelicTBud. CTpaHuia co
CIIMCKOM KaTeropHil mpeicrasicHa Ha pucyHke 11.

&%) A¥N Snort Console - Mozilla Firefox ;IQIEI

File Edit Wew History Bockmarks Tools Help

e c M TR IA’|http:,l’,l’192.168.1.4,l’snort,l’categ0ries.jsp?12583841?9261=&d-?985230-p=1&1258384191 E\':? - I'.'l'|GoogIe ).' &'
| A 8WN Snort Cansale |3 | A/ A¥N Snort Console %] | = F
Current time: Mon, 2002-11-16 158:10:06 ﬁ_j
AVN CONSOLE FOR SNORT IDS & b it S
L Refresh |

&3 iterns found, displaying 1 to 20,
1,2,3 4,50 p /M1

List of categories

#  ACTION CATEGORY STATUS NUMBER OF RULES NUMBER OF NEW RULES NUMBER OF REVISED RULES
72 [prop -] ATTACK-RESFONSES WORKING 18

73 [DROF =] BACKDOCR WORKING 707 23

74 [prop  -| BAD-TRAFFIC WORKING 14 1
167 m BHDHS WORKING 16860 315

78 [alerT = CHAT WORKING 45

97 m oDosS WORKING 30

177 m DELETED WORKING 1

98 m NS WORKING 2z

99 m DosS WORKING 39 2

100 |pRrop ~| EMERGIHG WORKING 44

101 [orRop -| EMERGING-ATTACKE RESPONSE — WORKING 119

102 |pisaplLED »| EMERGIHG-BOTCC WORKING 28 28
103 [alERT -] EMERGING-BOTCC-BLOCK WORKING 28 28
104 |pisaelLep |=| EHERGING-COMPROMISED WORKING 638 164 474
105 [aLERT .| EMERGING-COMPROMISED-BLOCK WORKING 638 164 474
178 m EMERGING-CURRENT EVENTS WORKING 97 3 11
106 [orRop -] EMERGING-DOS WORKING 24

107 |pisapLED »| EMERGIHG-DEOE WORKING g g
108 [alERT -| EMERGING-DROP-BLOCK WORKING 8 ]
109 [DISABLED =] EMERGING-DSHIELD WORKING 1 1

Export options: E CEV ﬂ Excel | @ wML

& Homne | [Re| Rules list | §‘.| Export rules | E Export categaries | Jop Restart IDS | [ Events

Fowered by
Mo.m displaytag 2
Done | % ’? A

Puc. 11. CmpaHuya co cnuckom kameeaopuli cugHamyp

Jlns TONMHOTBI KapTUHBI HYXHO TIOKa3aTh Kakyro-HHOYIb M3 TEXHMYECKHX CTpaHUII,
cBA3aHHbIX ¢ ynpasiaeHueM IDS. Ha pucynke 12 mpencraBieHa cTpaHulla € IPOTOKOJIOM
nepe3arpy3ku IDS. OrmeTum, 4TO BCe CTpaHUIBI B Halleld KOHCOJM 3alpOrpaMMHUpPOBaHBI C
NpUMEHEHHEM TEeXHOIOTUU Ajax, W WHpoOpMaLus oToOpa)xkaeTcs MO Mepe €€ MOCTYIUIEHUS OT
YIPABISIOIUX CKPUITOB.
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@JWN Snork Console - Mozilla Firefox EI@

thaidn  Mpaska Bra  HypHan 3aknagkk  MHCTpyMeHTel  Cnpaeka

- c oy % A |http:fi192,168.1,4/snort[savenrestart jsp =i "l' Fa

A 89N Snort Console A/ YN Snort Console a| + -

Current time: Mon, 2009-11-09 12:41:22 QJ

AVN CONSOLE FOR SNORT IDS  corenuser: anonymes

2009-11-09 12 56:23.674261 INFO Trying to restart snort on 192.168.1.8
2009-11-09 12:56:24.018338 INFO Preparing active rules list...
2009-11-09 12:56:24, 133546 INFO 27311 rules will be exported
2009-11-09 12, 56:26.670153 INFO Stop Snort Monitor
2009-11-09 12:56:26.709917 INFO Stop forwarding packets to QUEUE chain for Snort
2009-11-09 12 56:26,738621 INFO Stop Snort Ckill -TERM 18348)...
2009-11-09 12:56:27.015799 INFO Starting Snort in daemon mode. ..
2009-11-09 12 57:25.879211 INFO re_ -*r Snort! <*—
of )~ Version 2.8.5.1 (Build 114) inline

trn Ey Martin Roesch £ The Snort Team: http://www.snort.org/snort/snort-team
Copyright (C) 1998-2009 Zourcefire, Inc., et al.
Using PCRE wersion: 7.8 2005-09-05

2009-11-09 12:57:25,.925083 INFO \Waiting for Snort initialization complete
2009-11-09 12:57:51.04261 INFO Sending mail to sysadmins. ..

2009-11-09 12:57:51.167789 INFOQ Packets forwarded to QUEUE chain for Snort
2009-11-09 12:57:51,195584 INFO Start Snort Monitar

2009-11-09 12:57:51,364584 INFO all done

|_¢; Refresh | & Meut step

L If ¥ou are on external network now you'll see messages abviously only after Snort successfully restarted and %P connection if used restored.
2 application can not catch script start fail exception especially as the script is running on host other then application server does. |

3 Use ssh keys authentication to not enter a passwaord.

“ Restarting may takes about several minutes.

5 vou will not see anything if bash script contains errors.

& Application server user must be written into sudo configuration to use privileged commands,

G| Home | 1‘_- Download rules | | g Import rules | |g] Rules list | |g] Categories list | 3] Events list

FoToED é“.

Puc. 12. CmpaHuuya ¢ npomokosnom nepesazpysku IDS

3aknrouyeHue

B naHHOI cTarbe paccMOTpeHa peaiu3alus CHUCTeMbl OOHapYKEHHS M MPEayNpekIeHUs
BTOp>KeHUM Ha 6a3e IDS Snort B komriekce ¢ 6panamayspamu Linux, crenuanbHO pa3padOoTaHHON
KOHCOJIbIO YTIPaBICHHUS M APYTUMHU IPOTPAMMHBIMHU CpeacTBamMu. HoBas KOHCONb ympaBlIeHHS
peanu3yer (GpyHKIMOHAILHOCTh, HEOOXOAMMYIO B €KEIHEBHON paboTe CIy:KObI MHPOPMAIIMOHHOM
0e30macHOCTH, U O0O0NazaeT CIEAYIOIMMU OCHOBHBIMH TMPEUMYIIECTBAMHU TMEpe] CTaHIapTHOMN
koHconbio BASE:

— TIO3BOJISIET YIpPaBIsSITh HAOOPOM CHUTHATYp, 3arpy’KEHHbIX B CHCTEMY OOHapy>KE€HUs

BTOP>KEHUH, IPOU3BOJILHO U3MEHSITH BHIOPAHHBIE CUTHATYPHI;

— II03BOJISIET 3arpy’kaTb OOHOBJIEHUS CUTHATYp U Iiepe3arpyxarb Snort;

— B HEKOTOpPOW CTENeHM IMO3BOJSET YIPABIATh JAPYTUMH CHCTEMaMu OOecreyeHus
0€30IacHOCTH, B YacTHOCTH, OpaHamayspoMm Linux, miaBHBIM 00pa3oM, B CBS3U C
coOpITHaMH 1DS;

— OCYIIECTBISIET MOKMCK B XXypHaJjle K3IIMPYIOLIEro MPOKCH cepBepa Ha Oaze Squid s
onpezieNieHus, Kakasi MalliHa W3 BHYTpeHHeH (JokanbHOM uinu DMZ) cetu mocbuiaer
MAKeThl, Ha KOTophle pearupyet IDS;
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— pasnMyaeT TUMBI CUTHATyp (peakiuii Ha curHatypsl) Snort (pass, drop, sdrop, reject,
alert, log), mokassiBaeT ornepatopy peakmuto IDS Ha To i nnoe coowiTue (drop/alert) B
cilydae, KorJia HCIob3yeTcsl cierka MoauduuupoBaHHbiil Moaynb spo_database;

— HaWwIy4lIuM o0Opa3oM BHHCHIBaeTcs B pemieHne Ha 6ase IDS Snort, BkIrOueHHOH B
pPEeXUME «IIPO3PAYHOr0» MOCTA.

avn@avnsite.com
2009-11-06
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